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Background

Starting with Service Pack 3 (SP3) of GLOBALCOM/CONTROLKOM (GCK), the web pages
are served up via encrypted secure sockets, i.e., the HTTPS protocol. The encryption process
requires a certificate for encoding/decoding. Public/Internet websites can use certificates that are
verified by “trusted certificate authorities” that can be contacted over the Internet. This process
happens automatically when browsing the Worldwide Web, but cannot happen on a
closed/private network situation. Therefore, GCK SMC uses what is called “self certification”.
The website provides the certificate needed for encryption, but it is up to the user to manually
verify that this is allowable.

How this is done and how the browser behaves varies by version of Windows, version of Internet
Explorer and the logged in user’s security credentials. This application note covers the most
common cases. The browser behavior can also be different depending on whether you are
attempting to go directly to https: or to http: which automatically redirects to the https
protocol/site.

Initial Security Warning

When trying to access the GCK SMC from a client/remote system, one might get the type of
warning as shown below in Figure 1. This is normal. This can be made to go away with the
procedures that are listed later in this application note, but it will come back if the IP address of
the GCK controller (and therefore website) is changed. In this case, one will need to repeat the
procedures listed later.

If one does not see the second option: “Continue to this website (not recommended)”, then one
needs to do one of two things to make this option appear:

e Directly type in the secure protocol path: https://<ip address>
(if one had used http or no protocol initially in Internet Explorer)

e Re-launch in administrator mode Internet Explorer by right-clicking on its icon and
selecting “Run as Administrator”

One may click on the “Continue...” option and get access to the secure web page. In most
versions of Internet Explorers, there will continue to be a certificate warning shown at the top,
but everything will function normally on the web pages.
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ed - Windows Internet Explorer

| @ hittps://10.51.88.2 LE#+l[% ]I w582

gj There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

'@' Click here to close this webpage.

"s;i' Continue to this website (not recommended);

® More information

Figure 1. Trusted Website Warning

Making GCK SMC a Trusted Site

One can opt to always just click on the “Continue...” option when accessing SMC. But, to get
this warning/step to go away, one needs to make it into a “Trusted Site”. How this is done varies
by version of Internet Explorer, so two approaches are description below.

Approach 1: Add to Trusted Site List

In recent versions of IE (e.g., the one that comes with Windows 10), it is sufficient to simply add
to the Trusted Site list in Internet Options. This is done as follows:

1. Access the site with the “Continue...” option indicated in Figure 1 — O X
2. Select the Settings gear, Internet Options (see Figure 2) O .
=18l x|
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About Internet Explorer

Figure 2: Internet Options on Settings Menu

3. On the Internet Options pop-up, select the Security tab page.

BAtlas[=]) Page 2



Application Note: HTTPS Trust for GCK SMC Ver 1.0 2/27/2017

4. Click on the Trusted Sites icon (green checkmark) under “Select a zone...”

Internet Options ? X

General Security Privacy Content Connections Programs  Advanced

Select a zone to view or change security settings.

@ @ J/

L v

Internet  Localintranet QIFEEEEIES  Restricted
sites

Trusted sites

f This zone contains websites that you
W trust not to damage your computer or
your files.

Sites

Security level for this zone
Allowed levels for this zone: All

Medium

- Prompts before downloading potentially unsafe
a content
- Unsigned ActiveX controls will not be downloaded

[C]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

Concel | | oy

Figure 3: Internet Options Security Tab Page

5. Then, click on the Sites button to bring up the Trusted sites pop-up box as shown
below in Figure 4. At this point, the website for GCK should appear in the “Add this
website to the zone” edit box.

Trusted sites X

47 ‘fou can add and remove websites from this zone. All websites in
2 4 this zone will use the zone's security settings.

Add this website to the zone:
https://10.2.128.190 | L

Websites:

Remove

[require server verification (https:) for all sites in this zone

Close

Figure 4: Trusted Sites Pop-up
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6. Simply click on the Add button, to add it to the Websites list. Uncheck the “Require
server verification...” checkbox if checked, and then the Close button.

7. Click OK to also close out the Internet Options settings pop-up.

Now, run a test by closing out Internet Explorer, re-launching it and navigating to the GCK SMC
website. If it opens now without “complaint” you are done. If it still is prompting with the
trusted website warning as shown in Figure 1, then you will need to go to Option 2 below.

Approach 2: Import GCK SMC Certificate

It has been found that Option 1 doesn’t work on older versions of Internet Explorer, such as
version 9. For cases where it doesn’t work, there is a way to get the certificate from GCK and
manually import (install) it. The steps for doing this are detailed below.

1. Left-click on the certificate error warning that appears next to the path at the top of
Internet Explorer as shown in Figure 5. This brings up the Untrusted Certificate
pop-up with the option to View certificates.

/= Training Room #8 'y Controller] - em Management Center - Windows Internet Explorer

e

@ o |§ https:/f10.51.88. 2/SMC/# /ActivityMonitor }Dj Ikl Certificate error
x

System Management Center .!3 Untrusted Certificate

The security certificate presented by this
website was notissued by a trusted
cerificate authority.

GLOBAL COM | COMNTROLY  This problem might indicate an attempt to

fool you or intercept any data you send to

. the server.
Paging Conscle Launch Event

We recommend that you close this
webpage.

About certificate errors

View cerificates

Figure 5: Untrusted Certificate Pop-up

2. Select the View certificates option. This brings up the Certificate pop-up as shown
in Figure 6.
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3. Select the Details tab page.

4. Select the Copy to file... button at lower right. This brings up the Certificate
Export Wizard as shown in Figure 7.

| T x

General | Details | Certification Path I ‘General Details |Cerﬁﬁ:3h'on Path |
Shaow:

@E Certificate Information
Field | Value -

This CA Root certificate is not trusted. To enable trust, B\-‘ersion Vi

install ifh_is certificate in the Trusted Root Certification BSerial number 00 9h fa 2d cf 22 fc 14 c4

Authorities store. |:|Signab.|re algarithm sha25eRSA
|:|Issuer 10.51.88.2, GCK, AtlasIED, Lo...
|:]1-'alid from Thursday, February 23, 2017 ...
Bvalid to Wednesday, February 18, 20... —
BSubject 10.51.88.2, GCK, AtlasIED, La...
[i=|Public key RSA (4096 Bits) i

Issued to: 10.51.88.2

Issued by: 10.51.38.2

valid from 2/23/2017 to 2/18/2037

Install Cert’ﬁate...l Issuer §tatement| Edit Broperties, .. | Copy to File... |

Learn more about £ Learn more about certificate details

x|

Figure 6: Certificate Information Pop-up
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5. Click through the wizard’s Next buttons, accepting all defaults.

6. On the third wizard page, one needs to press Browse to select a file to save the
certificate in, e.g., on the Windows desktop, “MySystem Certificate”.

7. Press the Finish button on the last step.

Certificate Export Wizard £3| Wl Certificate Export Wizard x|
: Export File Format
Welcome to the Certificate Export o
- po Certificates can be exported in a variety of file formats.
Wizard
]
1 This wizard helps you copy certificates, certificate trust
] lists and certificate revocation lists from a certificate Select the format you want to use:
store to your disk. B
& BER encoded binary %.509 (.CER)
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information " Bage-54 encoded X.509 (.CER)
used to protect data or to establish secure network:
connections. A certificate store is the system area where " Cryptographic Message Syntax Standard - PKCS #7 Certificates (.2 75)
certificates are kept. I Inchude &l certificates in the certification path if possible
To continue, dlick Mext. ) Bersonal Infarmation Exchange - PRES #12 (.FF2)
I Include all certificates in the certbification path if possible
I Delete the private key if the export is successful
I | Export &l extended properties
£ Microsoft Serialized Certificate Store (557
Learn more about certificate file formats
< Back < Back I Next > I Cancel |
x x
File to Export File to Export
Spedify the name of the file you want to export Spedfy the name of the file you want to export
File name: File name:
Browse... C:\Users\[ED\Desktop\System & Certificate, cer Browse...
<Bock | texc | cand | <Back Cancel

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

Vou have specified the following settings:

Export Keys No
Indude all certificates in the certification path No

File Format DER En
I
< Back I Finish I Cancel I

Figure 7: Certificate Export Wizard Windows
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8. After a brief delay, a message box should appear indicating that the export was
successful. Click OK on this message box to close it, and exit any other pop-up

boxes still open.

9. Now it is time to import this file. Start by selecting the Settings gear and Internet
Options from the menu (as shown back in Figure 2). Then select the Content tab

page as shown below in Figure 8.

General | Security I Privacy Content |Connections | Programs | Advancedl

Content Advisor

g] Ratings help you control the Internet content that can be
viewed on this computer,

i?lgnable @ settings

Certificates

Use certificates for encrypted connections and identification.

Clear 5L state Certificates Publishers |

AutoComplete
:? AutoComplete stores previous entries Settings |

on webpages and suggests matches
for you,

Feeds and Web Slices
E Feeds and Web Slices provide updated Settings |
Bl content from websites that can be
read in Internet Explorer and other
programs.

CK | Cancel | apply |

Figure 8: Internet Options, Content Tab Page

10. Select the Certificates button to bring up the Certificates pop-up as shown in Figure

9.
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Certificates

x|

Intended purpose: I::AII} j
" Intermediate Certification Authorities  Trusted Root Certification Authorities ITrusted publ 4 | *]
Issued To | Issued By | Expiratio. .. | Friendly Name | -~

[Baltimore CyberTru... Baltimore CyberTrust... 5/12/2025  Baltimore Cyber...

_EJCIass 3 Public Prima... Class 3 Public Primary ... 8/1/2028 VeriSign Class 3 ...

_EJCIass 3 Public Prima... Class 3 Public Primary ...  1/7/2004 VeriSign

_EJCDpyright (c) 1997 ... Copyright () 1997 Mi...  12/30/199% Microsoft Timest...

_EJGIDbaISign Root CA GlobalSign Root CA 1/28/2028  GlobalSign

_ﬁJMiUDSD& Authentic,., Microsoft Authenticod...  12/31/1999 Microsoft Authe. ..

_ﬁJMiUDSD& Root Aut... Microsoft Root Authority  12/31/2020  Microsoft Root AL, |

_ﬁJMiUDSD& Root Cert... Microsoft Root Certifi..,  5/9/2021 Microsoft Root C...

_aJNO LIABILITY ACC... MO LIABILITY ACCEP... 1/7/2004 VeriSign Time 5t... LI
e R

Import... | Export... BEmayve

Advanced |

Certificate intended purposes

Wiew |
Figure 9: Certificates Pop-up

Learn more about certificates

11. Select the Trusted Root Certification Authorities tab and then the Import button to
bring up the Certificate Import Wizard as shown below in Figure 10.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

X

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network:
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next,

Figure 10: Certificate Import Wizard
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12. Click through the wizard’s Next buttons, accepting all defaults. On the second step,
one must use the Browse button to locate the certificate file saved previously.

13. After one gets to the final wizard screen and clicks on the Finish button, the computer
will work for a while before presenting the “dire warning” shown in the last
screenshot in Figure 11 below. Click on the Yes button on this window.

Note: On some computers, the import process can take long enough, that the Certificate Import
Windows may be marked as “(Not Responding)”. Just be patient and wait for the process to end.

Certificate Import Wizard 4| Wl Certificate Import Wizard x|
File to Import Certificate Stora

Spedify the file you want to import. Certificate stores are system areas where certificates are kept.

File name: ‘Windows can automatically select a certificate store, or you can spedify a location for
N F ] the certificate.

C:\Users\IED\Desktop\System & Certificate.cer i Brawse..,
" Automatically select the certificate store based on the type of certificate

Mote: Mare than one certificate can be stored in a single file in the following formats: () iscasi criifeatori healbamng stare
Fersanal Information Exchange- PKCS #12 PR, P13) E e
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78) Trusted Root Certification Authorities Browse...

Microsoft Serialized Certificate Store {.5ST)

Learn more about certificate file formats Learn more about certificate stores

< Back Next = | Cancel | < Back I Next = I Cancel |
Security Warning il

You are about to install a certificate from a certification authority

Y I\ (cA) daiming to represent:
Completing the Certificate Import 10.51.88.2
Wizard

] et T r e R Windows cannot validate that the certificate is actually from
& 8 @ Cerinats Wine imparted TSt you SISCHNER. *10.51.88.2". You should confirm its origin by contacting

- - ) ; 3 L .
e N v 10.51.88.27, The following number will assist you in this process:

R S LVlg Trusted Root Certifice

P Cerdficate Thumbprint (shal): 61EEE24C 4150978E 207D765A 82A50E24
File Name C:\Users\IED \Desktop FBBSFA3E

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an

4 0| unconfirmed thumbprint is a security risk. If you didk "yes" you
admowledge this risk.

Do you want to install this certificate?

Yes
<peck [ Fnsh | concel |

Figure 11: Certificate Import Wizard Pages and Dire Warning

14. Close out any open Certificates and Internet Options windows.
15. Close Internet Explorer and re-launch for the GCK SMC website.
Now, the GCK SMC website should open without any prompts or warnings about certificates.
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