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IEDnet/IED-24/VIS Software Tools

Ver 1.0 16 April 2018

The document provides basic information about tools that have been developed for IEDnet or
IED-24 communication diagnostics, and well as those for .VIS file manipulation. The tables
below list software tools and contain links to the tool summaries which follow. In Word, simply
Ctrl-Click on the EXE Name to jump to that section. In the PDF version of this document,
simply click on the EXE Name to jump.

This is not a list of all tools, but a collection of those that are likely still relevant to debug or
technical support as of this writing. It is also an attempt to highlight features of tools that may be
less commonly known or understood, or at least provide a minimal “user guide” for these tools

that currently doesn’t exist.

IEDnet Related Tools

EXE Name Description
RebMon Monitor rebooting IEDnet devices
INetBoot Tool for sending IEDnet reboot command to IED (pre-1ED-24)
devices
NetMon32 This tool monitors IEDnet traffic on the local computer, and also
can be used for generating test messages to IEDnet devices.
netReplay Tools for playing back individual IEDnet commands, such as

those captured by NetMon32.

netPlayback

Tools for playing back a script (batch) of IEDnet commands,
such as those captured by NetMon32.

IEDRespTimer

Monitor IEDnet traffic to specific devices and compute response
statistics

IED-24 Related Tools

EXE Name Description
Interp24 Aid for interpreting IED-24 messages captured in NetMon32.
ViewProp Tool for viewing/editing objects/properties in IED-24 devices
(Titan/528)
ViewAddr Tool for manually viewing/setting the network address in IED-
24 devices (Titan/528)
124PING Ping IED-24 devices using IED-24 command to insure they

are responding as IED devices
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500VIS and .VIS File Related Tools

EXE Name Description
VISMessageSender Tool for sending VIS messages to 500VIS displays.
VISEdit Tool for viewing/editing .VIS files
CreateVIS Create a directory of VIS files from a CSV files documenting

Take numbers and their text.
Also can create Msg Scheduler INI file Takes.

DocVIS Process a directory of VIS files and create a CSV file of Take
numbers, their text and opt. duration, as an aid for Take library
documentation.

VISCleaner “Touch up” text properties contained in the headers of VIS files
in a directory.

GCLbundler Create a GCK Take Import Library file from a directory of
WAV and VIS files.
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IEDnet Related Tools

RebMon
This tool is for monitoring the rebooting of IED devices ¥ Frame Reboot Monitor - Veft10 - — 0 X
that broadcast the IEDnet Network Connect status I Addioss N [ e [
messages when they reboot. 02128162 4/3/2018 35740 M
Usage: For most people, it is sufficient to simply run the
application and wait for it to detect device reboots. The
only other option is to capture reboots to a log file by
clicking on the [...] button to access a standard Save dialog
box for selecting the destination for the log.
One can also specify the log file on the command line.
This is useful for situations such as running RebMon from |/ . .
the Windows start folder. View Log File l
INetBoot
This tool for sending IEDnet reboot command to IED (pre-IED-24) devices. IED-24 devices
should be rebooted via the button in ViewProp. This is a command-line only program. One runs
it with the target IP address on the command line, e.g.,
iNetBoot 10.2.150.100

In this manner, this tool might be employed in a batch file or as part of a startup script.
NetMon32
This tool monitors IEDnet traffic | «# Network Monitor/Message Tester " - X
on the local computer, and also File Edit Options Help
can be used for genera’ting test Currently Displaying All Network Traffic
messages to IEDnet devices. ,%[ [
Usage: There are two basic ~

. . ) 49 45 44 00 01 02 00 01 00 50 05 00 CO 10 90 4D IED. . . ... F... .. H
functions of this tool: 6F £4 65 6C 34 35 35 30 43 53 20 4E 61 6D 65 34 odel:550CS Name:
monitoring IEDnet traffic and 30 30 20 50 50 AC €F €3 €1 74 66 €F E 3 0 er L ieeniTomiio

H H 63 61 74 69 6F BE Z0 54 42 44 20 20 20 20 20 20 i TED
g_enefatmg test messages (while 50 30 50 4D €5 63 3A 30 20 20 30 47 72 6F 75 70 im0 Group
viewing the responses to them). | 35 33 55 &3 30 3% 30 4 3a 30 44 20 4D 41 43 31 7B:B0-0D: 8D MACE
i i 34 30 30 3A 30 32 3A 43 31 3A 41 31 34 30 30 3A ;00:02:C1:41:00:
Wh_en mon_ltorlng’ one haS the 36 42 00 00 0O OO 0O OO OO0 00 0O OO 00 00 0O 6B ..
option of filtered or unfiltered |
- - L
(i.e., all traffic). One can change e ks
the filtering via the Options B
Obiject 1D:

menu or associated hot-keys:

Options  Help
Display Program Traffic Ctrl+P
‘~  Display Machine Traffic Ctrl+M
I Display Filtered Traffic Ctrl+F

Meszsage ID:

Response Enabled: [
% Add Field ‘ X Clear Fields ‘

& Delete Field ‘ "  SendFields |

The terminology here means the
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following:

e Program Traffic — Responses to messages generated by NetMon32, using the fields
on the lower portion of the main window (discussed below).

e Machine Traffic — All IEDnet traffic on this computer

e Filtered Traffic — IEDnet traffic filtered by one or more criteria. Selecting this option
makes the edit boxes for these criteria visible as below. Filter IP bytes are entered in
decimal, other fields in hexadecimal (e.g., Filter Object of 1000 means 0x1000).

Currently Dizplaying Filtered Metwork Traffic
Filter [P Filtzr Object: Meszage 1D:

Monitor data only shows the last Max Display number of packets in the window. This value has
a maximum of 60 packets. Monitor data can also be recorded to a file via the File menu --> New
Log File option. When selecting this option, one is prompted to record in more compact “simple
format” which lists one packet per line of the file, but only the first 16 bytes of data, but with the
header decoded as shown in the example below:

KA AR AR A AR A AR AR A AR A A A AR AR A I KA A AR AR A AR A AR AR A AR A A A AR A A A Ak A Ak kA h kK

2018-04-09 11:56:42:485 10.255.255.255 -> 0x0100/0x0001 0203

2018-04-09 11:56:42:489 10.2.128.201 <- 0x0100/0x0001 0203
2018-04-09 11:56:42:505 10.2.50.100 <- 0x0100/0x8001 0203 <0><C8><0><1><1><0><3>JFK
2018-04-09 11:56:42:551 10.172.30.81 <- 0x0100/0x8001 0203 <0>k<0><1><D3><1><E>Display S

Ak Ak khkhhkhk Ak hhkhAhhkrhhkhkhhkhhkhkhhhkhkhkrhhkhhhkrhkhkhkhkrhkhkrhkkrkhhkrkkhkhkkxxkxk

In this format, the direct (sent or received) is indicated by the “arrows” between the IP address
and the object IDs (0x0100 in the example). Left-to-right indicates outgoing packets. The
decode just to the right of the “arrows” show the Object ID/Message ID and Message Number
from the IEDnet headers. If simple format is not selected, the file will look just like the packet
display shown in capture window of NetMon32.

Filtering can also be done on multiple simultaneous filters and only during select times by

editing the Schedule found under the Edit menu. This allows one to log to multiple log files
simultaneously as well, although it is acceptable/legal to have all entries refer to the same log file.
The simple format cell should be given a 1 to enable the simple format for this schedule entry.

‘,‘ﬁ Capture Schedule had - O X
Scheduled Logging is Dizabled While Schedule Window iz Open
Start Time ‘Stop Tirne ‘IF' |Elbieu:t [ |Message D ‘Log File Hame ‘Simple Log |
3Z3:09PM 11:55:00 P 3000 C:ADocuments and Settings\jgreen’DesktophTest 1 1
Z2309PM 11:55:00 P 4200 C:ADocuments and Settings\jareen \DesktophTest L 1
15:00 11:55:00 P C:ADocuments and Settings\jareen \DesktophTes?. 1
Add ‘ Delete ‘ ak.

The Schedule can also be defined in the optional NetMon32.INI file. Defining them in the INI
file allows one to enable NetMon32 to automatically load a (filter) schedule whenever it is run,
such as configuring it to run in the Windows Start menu, so it will re-initialize properly after a
system reboot. The recommended way to generate this INI file is to edit the Schedule and click
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the OK button. This will write the INI file out in the proper format. If you do not wish to have

that schedule active anymore, you can delete or rename the INI file manually.

To generate test messages, one must fill in the Node
(IP) Address, Object ID and Message ID, the latter two
in hexadecimal without formatting characters (i.e., just
1000 for object ID 0x1000). One can optionally add
data fields for the message by clicking on the Add
Field button for each additional data field. One defines
the data type for the field (default: Byte) by clicking on
the [...] button beside the field edit box. The List

Field checkbox indicates that the field is a list of Bytes,

Field Information

Field Type
(+ Byte

T Word
 D'word

i Text

x Cancel |

[ List Field

Current Length [Bytes) - |0x01

Words or DWords (never Text), which are entered by Field1  [Bute] | J
separating the values with commas.

The Current Length readout is handy for Text fields, where the text length goes into the IEDnet
message as the field preceding the Text field. One can enter the text first, then call this window
back up, read the length of the text field, and then use this value in the preceding field.

One manually sends the message with data fields if defined, by clicking on the Send Fields
button on the main NetMon32 form. Messages can be saved to a file and later recalled from file
via options under the File menu.

The Response Enabled checkbox on the main NetMon32 form allows for some automatic
message generating capabilities. When enabled, NetMon32 will monitor incoming traffic and
when it sees a match to the Object ID and Message ID fields, it will generate a response message
(including ORIing in the response bit 0x8000 with the Message ID) and all the defined data fields
back to the sender.

netReplay

This tool is for playing back one IEDnet file previously captured with NetMon32 or other tool,
including Wireshark.

Usage: To use with NetMon32, one should copy a packet (not in simple format) to the Windows
clipboard from the NetMon32 window or log file. One should copy everything below the line of
dashes in a capture, such as is shown below, by first highlighting with click-drag and then using
the Ctrl-C shortcut to copy it to the Windows clipboard.

M aw Dizplay:
a0 - Clear Display

-

Hachine Receiwed Data from : 10.2.128.190 [14:10:27:32 (26096 .566 m=)]
0o o1 o2 03 04 05 0O 07 08 09 DA OB OC OD DE OF 01234567 39ABCDEF

9 45 44 00 G7 L 1K] 00 FF FF
a0 oo 20 FF 20 00

04 02 80 BE 00 0o oo oo
00 FF I

Next, one should click into the list box area of netReplay when it is clear (e.g., press the Clear
Data button first), and paste it with the Ctrl-V shortcut. Usually, one should be sure Data Type
is set to “Hex w/ ASCII”. The option for Com-Net data type is rarely used.
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ﬁ IEDnet Replay Utility - Ver 1.1.0 5/23/07 had - |O &
Hex Diump D ata to Capture: [enter data or paste in with Clrl+)
45 45 44 00 10 25 00 OF 13 01 00 OA 00 OO0 04 00 IED. % _ ... ...

o0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 L. ...
00 00 00 00 00 00 00 00 00 00 900 00 00 00 281 20 ... .....
oz

Data Type
ClearData | | (& Hemw/ AC HewOnly € Comet | | Capture theQatal IP &ddr |127.0.01

To resend the packet, one should first press the Capture the Data button. This reads in the data
from the list box, and redisplays it in trimmed down format like no extra leading spaces and no
ASCII interpretation. If there is an error in interpreting the data, this will be displayed to the user.
Then, one enters an IP address in the location indicated and presses the Send Data to IP button.
The send button may be pressed multiple times if needed. The last captured packet data is
maintained until the capture button is pressed again.

To copy an IEDnet packet from a Wireshark capture, one should Find the packet, go to the Data
portion in the decode window (middle area of Wireshark), and right-click on it. Then follow the
pop-up menus to select Copy, Bytes, Offset Hex as shown in the example below.

Moo ae e e e e s e o e D nn e e e e

N R EAETTANA Brnradnes b1 sndecd  Cromndee tean (Fae o e e I s

Frame 1: 51 bytes on wire (408 bits), 51 hbytes captured (408 bits) on interface 0
® Ethernet II, Src: MitacInt_d0:83:95 (00:22:4d:d0:83:95), Dst: Peakaudi_06:9a:8c (00:60:2h:06:%93:8C)
[ User Datagram Protocol, Src Port: nsws (3049), Dst Port: pctrader (3048)

Expand Subtrees
Expand All
Collapse &l

Data 494 54400300200d803
[Length: 9]

Apply as Column

0000 00 &0 2b 08 Sa 8c 00 22 4d 0 83 55 08 00 45 00 . +....0 M..... E.
0010 00 25 Sh 7d 40 00 50 11 00 00 Oa 2f 04 <9 0a 2f  .%[le... ... ot Al as Filter b
020 04 44 0b 29 ob 28 00 11 1d 8d [EREEEENTENNT .D PPYY
0030 03 -] Prepare 3 Filter 3
Colorize with Filter 4
Fallow TCP Strearn
Follow UDP Stream
Follow SSL Stream

Description
Export Selected Packet Bytes... Fieldnarne

- Wal
& Wiki Protocol Page e

4 Filter Field Reference As Filter

Protocol Preferences 3
S Decode &5.., Printable Text Only

& Disable Protocol.., Hex Stream

Resalve Name Binary Stream

Go to Carresponding Packet

In newer versions of Wireshark, the menus have changed somewhat and under
Copy one will see only one sub-menu. One should select the ...as Hex Dump
option in this menu, such as shown at right. Note, if you have the IEDnet
interpreter script loaded for Wireshark, the last line in the center decode
section may not say “Data” but instead say “IEDnet Protocol Data”. In this
case, you can still right-click on the line and do the Copy operation.

&, IEDnet Replay Utility - Ver 1.1.0 5/23/07 Then, one goes into netReplay

All Visible ltems
All Visible Selected Tree ltemns

Description
Field Name

Value
As Filter

Bytes as Hex + ASCIl Dump
...as Hex Dump

.35 Printable Text

w@s @ Hex Stream

...as Raw Binary

..as Escaped String

Ctrl+ Alt+Shift+A

Ctrl+Alt+Shift+D
Ctrl+ Alt+Shift+F
Ctrl+ Alt+Shift+V

Ctrl+Shift+C

Hex Dump Data to Capture: [enter data or paste in with Cli+) and paSteS the C|Ipb0al‘d as above i

o000 Jas 45 4s 00 20 02 00 as o (Ctrl-V). Note, data copied from Wireshark will
| have address information on the front of each line
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(0000 on the first line, 0010 on the second line, etc.) These numbers must be deleted in the list
box before pressing the Capture button.

netPlayback

This tool is for playing back a whole script of IEDnet messages, such as a log file previously
captured with NetMon32.

Usage: One should start with a NetMon32 capture file or copy the contents of the NetMon32
capture window (multiple packets) to a text file. The netPlayback tool will automatically ignore
any packets in the capture which are responses rather than commands. The tool can read in
several types of files. By default, the Open dialog box is set to read in netPlayback scripts, or
files ending in .NSC. One may also select NetMon log files, plain text and other file extension
options in the Open dialog box. When a script is loaded, the main window will display the
messages as shown below. Note the Deleted statuses on the response lines. These packets will
not be played, and when this script is saved back out, they will be dropped from the file.

One can put the script file on the command line when starting netPlayback to have it load
automatically. If one sets up a file association in Windows to open .NSC files with netPlayback,
then simply double-clicking on any .NSC file will open it in netPlayback.

ﬁ |IEDnet Playback Utility - Ver 2.0.1 8/22/05 i —

*

File Run

" Rew Start
| 0. ;| ¢
0001 108151101 OxFFO0  Ox0CE7  Loaded
0000 255255 255 25100100 0x0001  Loaded Jump To M<g

1
2
3
4 0000 16825415230 00100 | Ox0001  Loaded
b
g
7

il

0000 10813322  0x0100 0x8001 Deleted Time until Next Msg

0000 10813321 Ox0100  |0x8001  Deleted
Q001 1081337106 OxFFOD  OxDCEY Loaded
g 0008 19271681286 00100 |Ox0001 Loaded w File:
[ | nnn nlavhark [ Fuit when Done today.log

At this point, one could play this script verbatim by pressing the Start button. By default, it will
play to the end and then stop. To have the script loop over and over, one should check the Loop
playback” checkbox. Alternately, one could have the program exit when the end of the script is
reached. The Rew button moves the cursor back to the top packet in the script, such as for

another manual play once through. One can also click on any packet
(row) in the list and click on the Jump to Msg button to have it play

Current Message:

Edit Event
Current: 11

through the script starting at the highlighted row. Time:

) ) . ; . ; 00:04 [o0:04
The time column is relative time, meaning the amount of time to delay _
before sending this packet. By default the internal script clock is IP Address: ’w
running once per second, so packets will go out no faster than that. 1033512 1033512
That is, even if the time column says 00:00, there will be a one second save | Cancel_|

delay before it goes out. To speed this up, once can set the timer
interval via the Set Timer Interval under the Run menu. The units

here are milliseconds, i.e., 1000 = one second.
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There are various tools for editing scripts inside netPlayback. Double-clicking on a row, brings
up a dialog box to edit that row, such as shown at right. One can change the (delay) time and
destination IP address. Pressing the Loop Back button is a quick way to set the IP address to

127.0.0.1.

There is also an option to do global changes to the script via
the File menu, Global Change... option. The available edit
options are shown in the four sections of this change window
shown at right. As indicated some fields can be left blank to
indicate “all”. For example, one can change all messages to
go to a particular IP address, such as an IED device under
test, by leaving the From IP Address field blank, and only
entering a To IP Address value. Alternately, one can
change only messages with a select IP address by entering
the From IP Address value where indicated.

The editing is done when any of the four upper buttons is
pressed, and can be played back after that if desired. These
changes are saved to a file when the file is saved via the File
menu, Save option on the main window.

IEDRespTimer

Global Script Changes X

| Remove Al Responses | Leawve anly Commands

o Sl A adiff A azva Blank v i)

ObjectD [hex): Meszage D [hex):

Femove Messages with Object/Message 1D ‘

A gz Filaad v AL

Fram IP &ddress: To P Address:

Change IP addrezses in All Messages |

Mew Time Delta [rmm:zz):

Change All Meszage Time Deltaz |

LCloze

This tool monitors traffic to/from a specified device and computes

statistics on device responses. This tool might be useful for testing

device responses as well as testing network performance.

Usage: After launching this tool, configure the IP address and
press Start Monitoring. Then, one would go into some other tool

or application like ViewProp or IPAUConfigTool and do

operations there such as load data. This tool matches up responses
with commands, notes the time difference and computes statistics

on it, such as in the example screenshot at right.

IP &ddress ba Monitor:

‘ Stop Manitaring |
Caunt: 10
Min [rzec]: 15
Max [mzec) 47

Awgmzec] 26
Sigma [msec): 10
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IED-24 Related Tools

Interp24

This tool is typically used in conjunction with NetMon32 to decode the IED-24 headers that can
be contained in IEDnet messages.

Usage: Typically one copies an IED-24 message from the NetMon32 capture, either from the
main window list box (using Ctrl-C to copy highlighted packet) or from a capture file. One
should copy everything below the line of dashes in a capture, such as is shown below, by first
highlighting with click-drag and then using the Ctrl-C shortcut to copy it to the Windows
clipboard.

F aw Dizplay:
- Clear Display
a0 =

~
Hachine Receiwed Data from @ 10.2.128.190 [14:10:27:32 (26096.566 n=)]

00 01 02 03 04 05 06 OF 08 09 04 OB OC 0D OE OF 01234567 89ABCDEF

03 00 00 FF FF 00
00 FF 20 00 10
00 00 a0 0o 0o

Then one should click in the top list box of Interpret [ED-24 Message - Ver 1.3.0

|nterp24 (Or clear the box first via the Clear Hex Dump D ata to Interpret: [enter data or paste in with Ctil+)

Input button), and then paste the text with o oo bn Tr om o bn 13 u% oo o3 oo e on mman o
the Ctrl-V shortcut. By default the Data DR DI BN ERGD G0 00 00000000 ED B0 E0 0D ED S
Type will be “Hex w/ ASCII” and should be

left this way.

Then one clicks on the Interpret the Data < >

i i i DataT
button. This generates an interpretation such e s oY AL —————

as the one shown below. The second line

shows the Method ID and whether a ‘
command or response (vis the > sign). If the method is a common one, then the command name
is listed on this line in parentheses such as the lower example (124GetAllObjs).
IED-24 Message
Method 3ml103, >Command
Message #: $11C5, Status: $00 $03

To Object: 0-65535-0, From Object: 0-8447-0
Data Bytes: 11 05 00 00 00 FF 20 00

Method 1m0 (I24GetAll0Objs), <Response

The other lines indicate portions of the IED-24 header. The last line shows the first few bytes of
the data after the header. It is important to know that not all bytes are shown, but by having the
first few shown, users should be able to look back at the original packet capture and locate the
data portion to extract any additional information.
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There are a few special circumstances such as the 124Get and 124Set commands, where the
program will provide additional interpretation of the data bytes such as the example below.
IED-24 Message
Method Om2 (I24Set), >Command
Message #: $OE06, Status: $00 $00

To Object: 0-32752-100, From Object: 0-64657-1
PropID = 2p0 (1 Bytes) Data = 105/105/-47.5dB

In this case instead of showing raw data bytes, it displays an interpretation with the data with
field ID and value decoded in a few ways (signed byte, unsigned byte and IED db1) depending
on what data type it is.

To get a packet captured from Wireshark, one should find the packet, go to the Data portion in
the decode window (middle area of Wireshark), and right-click on it. Then follow the pop-up
menus to select Copy, Bytes, Offset Hex as shown in the example below.

Frame 9444: 77 bytes on wire (618 bits), 77 bytes captured ele bits) on interface O

Ethernet II, sSrc: MitacInt_d0:83:95 (00:22:4d:d0:83:95), Dst: Peakaudi_06:9%a:36 (00:60:2h:06:9a:36)
User Datagram Protocol, Src Port: nsws (3049), Dst Port: pctrader (3048)

B Data (35 hytes)

[Length: 35]

Expand Subtrees

Expand All
Collapse &ll
0000 00 60 2b 06 0a 36 00 22 4d d0 83 55 08 00 45 00 LA BT ML E
0010 00 3F F7a 90 00 00 B0 11 00 00 Oa 2f 04 <O 0a 2f - Ao Apply as Calumn
0020 04 41 0b Ob 28 00 2b 1d a4 I ) T 17 LAl + ..
0030 b
hoao Apply as Filter
Prepare a Filter L4
Colorize with Filter 4

Fallow TCP Strearn
Follgw UDP Stream
Followe S5L Strearn

Description
Export Selected Packet Bytes.., Fieldname
@ Wiki Protocol Page Valuz
@ Filter Field Reference A Filter
Pratocal Help _ Offset Hex Text
Protocol Preferences 4
2% Decode As... Printable Text Only
% Disable Protocal.. Hex Stream
Resolve Name Binary Stream
Go to Corresponding Packet =
In newer versions c_)f Wireshark, the menus have changed somewhat and Al Visible lterms Cle Al Shift A
under Copy one will see only one sub-menu. One should select the ...as Al Visible Selected Tree Items
Hex Dump option in this menu, such as shown at right. Note, if you Descrption Cl Al Shift D
have the IEDnet interpreter script loaded for Wireshark, the last line in eetieme .
the center decode section may not say “Data” but instead say “IEDnet
As Filter Ctrl+Shift+C

Protocol Data”. In this case, you can still right-click on the line and do
the Copy operation.

Bytes as Hex + ASCII Dump

...as Hex Dump

Interpret IED-24 Message - Ver 1.3.0

Hex Durip D ata to Interpret:

ao0o
aolo
0020

...as Printable Text

Then, one goes into Interp24
and pastes the clipboard as

[enter data ar paste in with Ctel+) ...85 @ Hex Stream

43 45 44 00 ££ 17 00 3% 15 00 02 00 00 20 40 00 «.as Raw Binary
00 00 00 §5 8c 00 00 02 00 Sa ec 00 10 o8 ee ec

a0 10 o8

above (Ctrl-V). Note, data

...as Escaped String

copied from Wireshark will
have address information on the front of each line
(0000 on the first line, 0010 on the second line, etc.) These numbers must be deleted in the list
box before pressing the Interpret the Data button.
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ViewProp

ViewProp (View Properties) is a tool to inspect and modify any IED-24
object on devices that support it. In addition, there are some control
methods available as well as real-time meter monitoring capabilities in
ViewProp.

Usage: There are several ways to use ViewProp. The most common way
is to simply inspect and modify objects. To do this, one sets the Device
ID in the Device to Query box (32752 is the default that any device
should respond to), and the IP address in the box near the bottom.
Clicking in the box, brings up an IP edit window such as shown below.

Enter IP Address

Loopback

LCancel ‘

One types in the new IP address, followed by the OK button. The
Loopback and LB buttons set the IP address to 127.0.0.1, which is useful
shortcut when running a device simulator on the same computer as
ViewProp. Once both of these are set, one clicks on the Get Objects
button to get a listing of Object such as the example shown at right.

Sometimes, the object name displayed is a generic name that doesn’t

Objects  Make Perm | Aesef

0 [211] TIEDIPAL b anager
BRA0E  [238) Ambient Moise Manager
B5510  [97) Sub-Unit Manitor

B5511  [241) Report Action Table
B5500  [74) Zone Manager

E5451 [33] Bus1

Bh452  [33] Bus 2

B5453 [33] Bus 3

Bh45d4  [33] Bus 4

B5455 [33) Buz 5

5456 [33] Busb
ERART 1771 B 7

i oM vie., — X

Device to Query: | 32752 ~| 8
et Dbjacts ¢
Upload Dbiectsl Do Methodl View Properties

Get Classzes | v|

Objectz  Make Pem | Aezef

0 [211] Titan IPAU tanager
EBB0E  (232] Ambient Moize M anager
EBE10  [37) Titan Sub-Unit Maonitor
5511 [241] Report Action Table
ERE00  [74] Zone Manager

E5451  [33] Audio Object Input
E5452  [33] Audio Dbject Input
E5453  [33] Audio Object Input
E5454  (33] Audio Dbject Input
E5455  [33] Audio Object Input
ES456  [33) Audio Dbject Input
E5457  [33] Audio Object Input
65458 [33] Audio Object Input
E5459  [33] Audio Dbject Input
ER4ED  [33] Audio Object Input
ER4E1  [33] Audio Dbject Input
ER4EZ (33 Audio Object Input
ER4E3  [33) Audio Dbject Input
5464 [33] Audio Dbject Input
ER4ER  [33) Audio Dbject Input

ER4BE  [33] Audio Dbject Input v
FRART (771 Prirwitn P laok

1270_.0_1_ ﬂ Test

Total: BEE

provide much information about the real purpose of the object.

~ | One can load any additional descriptions for the objects by clicking
on the [T] button at the bottom. This loads new information for
some objects such as the example shown at left, which are the same
objects as above with descriptions loaded/displayed.

In typical usage, the next step is to inspect an object. This is done
by either selecting an object in the list and clicking on the View

Properties button, or using the shortcut of double-clicking on the
object of interest. This will bring up a view of properties with their hierarchy designation (e.g.,
Opl, 2p2) and data type as shown below at left. One can load a list of descriptions for the

properties from the device by clicking on the [T] button at the bottom.
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FL?[‘[! Object Properties

e - O X

»»Report Action T able [TIEDRootPlus) A

FL?[‘[! Object Properties

e - O X

»»Report Action T able [TIEDRootPlus) A

[Okj Handl=] £R511 [Okj Handl=] £R511
[Dwner Handle] E5510 [Dwner Handle] E5510
PO [Class 10 [Op0] 241 Clazs 1D [Op0] 241
F1 [Obj Handle] [Op1] E5511 Object Handle [0p1] E5511
P2 [Shing] [0p2] Report Action T able Mame [0pZ] Report Action T able
F3 (String) [0p3] OH FFEY Shart Wame [0p3] OH FFEY
P4 [Boalean] [Dpd] Falze Locked State [Opd] Falze
P& [Obj Addr) [0p5] 0:0:0 Lacked By [0p5] 0:0:0
PE [Boolean] [0pE] True Enable State [OpE] True
F¥ (Obj Handle] [0p7] EEE10 Owner Handle [0p7] EEE10
P8 (BitSet] [0p8] $00 | $00 [ $00 ] $00 | $00 | $00] $0 User Data [OpE] $00 | $00 | $00 | $00 | $00 | $00| $
P3| ord] [0p10] 107 Object Status [0p10] 107
P10 [UByte] [Op11] 1] Index Tag [Op11] 1]
P11 [Shring] [0p12] Feport Action T able W Class Mame [0p12] Repart Action T able W

|7 AutoEek

|7 AutaZer p—
BLOB Data ‘ BBF[BShl@.’?.‘...':.'EEl SetMuIti| EHDDI[‘ T | Close ‘ BLOB Data ‘ Befreshl Set I-‘r0|:|| SetMuIti| EHDDI[‘

To modify a property, one clicks in the data cell for the property and enters a new value. Then,
if the AutoSet checkbox is set, one can simply hit the [Enter] key on the keyboard to send the
value. Alternately, one needs to click on the Set Property button at the bottom. It is usually a
good idea when setting properties to click on the Refresh button to pull the values back and
verify they got set as expected. Reasons they may not get set as expected include: (1) the
property is read-only, (2) the property does not have the resolution expected (e.g., no fractional

values, or fractions to only a certain resolution like 2 or ¥4

. S il BLOB/LLE Data b o X
units), and (3) the property didn’t get Set. T TPt .
If the object is one of the Binary Large Object (BLOB) type  |fF5iotioniss :
data holders, then the BLOB Data button will appear. FBI02| 02| 54
Clicking on this brings up a window that displays the raw FoID3103154
. Fo 104104154
BLOB data, such as the example shown at right. If one 1105 105 1 54
knows what they are doing, they can edit the data in the grid | |5 s 554
and update the object with the data via the Send All button. F& 107 07 54
This is not straightforward, so typically the only use of this F& 108108154
window is to: (a) determine that the data is filled in or not F5103101 |98
(i.e., some non-zero rows exist) and (b) how many rows are EE:E::E;:;:
filled in (i.e. is the table complete). The better way to edit e 05 04 158
_ this data for most F5 10D 01150
EurrentEIements [3p2] B4 users iS baCk in the F5I0E | 02|50
‘Selected Element [3p3] 2 ObjeCt properties F5 | OF |03 150
?e:;alct;a;l IiliementData [3p4] JF5 ] $02 | $02 | $54 WlndOW TO dO thls [ — - .
able pd] 1 Befresh | Send Al | Load from FI|B‘ Save to File ‘ Export Data
Selctd Unit Mumber [4p1] 245 one, sets the
Selsid S eailiuiiber [od |2 “Selected Element” property to a row number (1..N),
Seletd Action Type [43] ! followed by Set and Refresh buttons. This retrieves the
Selctd Action Code [4pd] B . .
Selotd Action ltem [4g5] 5 selected element, broken down into the properties below

it. One can usually see the raw form in the “Selected
Element Data” property just like it appears in the BLOB
view, followed by the meaning of that raw data. Every BLOB table type is different in what data
fields are shown. The values can be edited right here, followed by Set, if desired.
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The Get Objects operation described above, really only gets a list of object names and
identifiers. The Upload Objects button actually retrieves all properties for all objects and allows
some actual manipulation of the objects, such as the EQ bands in a Titan frame.

Note: Due to changes in IEDnet starting with Windows 7, this feature no longer
functions properly and should not be used.

Advanced users, with access to the IED-24 reference manual, can Execute Method X
use the Do Method feature to execute methods of objects. TO US€, | ayiect 55500 (74] Zone Mansge
one clicks on an object of interest (e.g., Zone Manager) and then the

. ) } Method:|3m1
Do Method button. This brings up an Execute Method dialog box s format or Number (3 for hesd
such as the one shown at right. One enters the Method ID in XmY Daata Bytes [separated by commas} Clear

notation, where X is the object hierarchy level and Y is the method
ID (same notation as used in the reference manual). Then, if the
method takes parameters, these are entered in the Data Bytes area.
Note, these must be bytes in decimal or in hexadecimal if one uses
the dollar sign ($) prefix (Delphi convention). So, if the method ResponseBytes | & Dec ( Hex

takes words or double-words, it is up to the user to break these 7. 0,231, 3. 0. 0. o~
down into bytes in the proper order (lowest byte first) when entering : :
them in this area. If no parameters are required for the method, then
leave this area blank. The Execute Method button takes the
Method ID and Data Bytes, sends them to the device, gets back any
response and displays the response data bytes (parameters) in the

R e o I e |

=
=
=~

(= = e e e

T
o oooooo
= ooooo O

L el e

=
[a%)

Status: OK

lower list box. The example at right is the current state of all the
zones in the zone manager. One can see the Zone numbers (1, 2, 3, ...) in the data with lots of
zeroes in between, because all zones were idle when this was executed.

An example of using Data Byte parameters might be to set a zone state, with method 3m0. In
this example, we want to set the zone state to active (value=3), connecting to bus 2, at priority 1,
and page level of 0 dB (which is 200 in scaled dB1 data type). In the example, we want to set
one zone, number 7 to this state/bus/priority/level. The Data Bytes for this example would be:

3, 2, 1, 200, 1, 0, 7, O
Note, most parameters are bytes, but since the zone count and zone number parameters are words,

the extra bytes of zeroes are needed there to fill out the words. Again, this operation can only be
done by advanced users with access to all the IED-24 object and data type documentation.

There are two often used buttons on the main window: DevcetoQues [32752 -] &8
Get Objects | Get Classes |v| |
e Make Perm — This tells the device to save all the current Upload Objects| Do Method| View Propertes|

properties to non-volatile storage to become the default after Obiects  Make Porm | Feser [TEEMEEN
any future reboot of the device.

e Reset — This tells the device to do a soft reboot. Of course, if a Make Perm operation
was not performed beforehand, this will clear properties that were recently set.
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o oopjMvie.  — *
The button with a down-arrow (| "’|) brings up a menu of Devies to Quen: [T2782 =1 488
additional more advanced operations: GetDbjects | GetClasses  UPload Obistofile

i i ; ; Upload Objects| Do Methad| Download Objs from File
Upload ODbjs to File — Get all objects and their = = e

properties and save to an .10B file for possible | BEE FEletl PR pekete Obiect

future restoration or just to preserve any special B5506 (238) AmbiertNoise  Resetwy/ Default Objects
« .. s EEE10 [37] Titan Sub-Unit b .

setup, such as “hardwiring” that has been done

on some convention center type projects.

CEEA1  M411 Db fombicn T okl

Download Objects from File — Send all objects in an .IOB file to the device. This
action first prompts to delete all objects in the device first or not. Often, this
operation is used to “patch” a few objects or add some additional DSP processing, in
which case the objects should not be deleted first. Generally, .10B files come with
instructions from Engineering on whether to delete all objects first or not.

Add Object — This is a really advanced feature that requires Ohjectto Add. *
knowledge of IED-24 objects and how they relate (owner objects). | =i | =
One will have to fill in the fields in the dialog box that pops up, Obect D: |

Shown at I’Ight Owner Object 1D: I—
Delete Object — This is an advanced feature. One selects the Max BLOB Entries:

object in the list area first before clicking on this option, and Cancel

answering Yes to the confirmation pop-up box.

Reset w/ Default Objects — This command tells the device to reboot and load the
factory default objects. If one makes a mistake with the Download Objects, Add
Obiject or Delete Object operations, the changes can be erased via this operation. If
one has not done a Make Permanent operation yet, those mistakes can be erased with
a simple (soft) Reset, rather than resorting all the way back to factory defaults.

Note, changes to the device done with the Download Objects, Add Object and Delete
Obiject operations will not be retained through a power cycle until the Make Permanent

operation is performed via the Make Perm button.

Clicking on the gear icon, brings up the available settings for ViewProp, of IEDnet Timeout (ms)[T200 0K |83
which there is only one, the IEDnet time-out value (default 1200 msec). if - —

one is dealing with a particularly slow device/network, increasing this value, e.g., to 2500 or

3000 might be helpful.
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ViewAddr

This utility allows viewing and modifying the IP address(es) or
an IED-24 device.

Usage: Runing the exe brings up a window such as shown at
right. The default IP address of 10.2.150.173 is one of the

default IP addresses for devices out of the factory (T9160 frames).

You will want to change it to the current IP address of the device,
first. The list of default IP addresses is in on the IED in-house
network file server at P:\Docs\Default IP Addresses.txt. The Set
Defaults button sets the IP Address back to the 10.2.150.173
value (the most commonly used default).

The device handle of all F’s is a default that any IED-24 device
should respond to, so one can talk to the device even if the true
device handle is not known. Once communications is established
via one of the other operations, this edit box is changed to show
the actual handle. It can be changed back to all F’s, such as when
changing to talk to a different device, by clicking on the FFFF

Transport Address Set/View - Ver 1.3.1 hd

Target Frame/Device

IP Address: 10_.2__ 150173 Set Defaults
Device Handle: |$FFFF (E5535] FFFF

New Device Handle:| 45

Werify & Set Handle

Tranzport [Metwork] Information

Tranzpart Channel: 3007
IP Address: 10_.2_.180173

Set Transport
Subnet Mask, |255-255.255.0__

Get Transport
Default Router: n_o_o_0_

IED SAM [BCD): Query
Retrieve
Cloze

Set Default Data

button.

A new device handle can be set by entering the value where indicated and clicking on the Set
Handle button, and responding Yes to the prompt presented. The Verify & Set Handle button
will check that the handle already in the device matches what is entered and if not, optionally, set
it to match (an additional user prompt).

Transport Address Set/View - Ver 1.3.1 x

Target Frame/Device

IP Address: 10..2_.128.91_ Set Defaults
Device Handle: |$4100 [16640) FFFF

MWew Device Handle: Set Handle
Verify & Set Handle

Tranzport [Metwork) Infarmation

Tranzpart Channet |$101

10..2_.12891_
Set Transport
Subnet Mask: [2550_0_.0_

Diefault Router: |°—0—0_0_
Eosmpcoy]  Quew
Lloze

Set Default Data

|IP Address:

The most common use of this tool is to set the transport
address(es) of the device. Most devices only have one transport
channel, channel 1 (or hex $001). The T9160 family has this
port, which is the direct channel from the CPU (almost never
connected to the outside world) and the channel that goes
through the CobraNet CM-1 module, channel hex $101. One
needs to set the Transport Channel property to either $001 or
$101 before pressing either of the transport action buttons. For
example, setting this to $101 and pressing Get Transport,
retrieves all the information as shown at left. Setting new values
of IP address, subnet mask and default router (gateway) are done
in the obvious manner. Note, they are all set at once and
changes might make the device unreachable by the computer
running ViewProp, should the IP be changed to a different
subnet.

The lower portion is for viewing the Serial Number (S/N) of the

IED-24 device. The Retrieve button is used to pull it back for display in the edit box. The
Query button is rarely/never used. It can be used to query a device if the serial number is
already known (e.g., was printed on a device label). It will error out if the serial number field is
blank or incorrect. The Query button will pull back the transport information if the serial

number matches.
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124PING

This tool is used to check IP addresses for network devices that £ IED24 PING - Ver 1.0 - |0 x|
support the IED-24 protocol. IP ddress: [10_2__128.102 | Search
Usage: There are two basic uses for this tool: (1) check a specific 7> EREOR. Pl Inuaid () >>

address and (2) search for devices on the network. The specific
address check is done by first entering the IP Address, and then
clicking on the Ping button. One may get an IED-24 error back from
the device, but any IED-24 response means it is an IED-24 device at
that IP address. If, instead, one gets an IEDnet error -2 (time-out), this
means the IP address is not valid or the device is not an IED-24 device.
In the example at right, the top response is an IED-24 response from a
valid IP address, while the second response is not valid.

A7 IED24 PING - Ver 1.0 _|ol x| | The other use of this tool is to cycle Clear Es

oz izt ping [ through all IP addresses where the
IP éddress: |10_.2__.128.254 Bing ||£ I . .
15597 Dov 15640 lrame 1040 last octet of the IP address is varied from 1 to 254. One enters

Found IP: 100.2

Found IP: 10.2 128101 Dev: 8443 [frame: 523 i

o 102 128101 Dow apea o= 220 1| an IP address to set the top portion of the address and then
Found IF: 10.2 128,162 Dev: 32752 [frame: 204; i

Fgﬂgle: 10.2 128164 D:; 32752 {f::mg: 2047 p(rjt’asses the ?Iear_Ch brl:tton The tdodOI WI” C}/]CIE(;hrgugh a”
Found IF: 10.2 128201 Dev: 32752 [frame: 204;

Found P10 2 198201 Dev. 22752 Irame 201: | addresses, showing the current address in the edit box as it

“Done” goes. As it finds each device, they are printed in the list box
area as shown in the example at left. When it is complete, it
prints the *Done* line. This process typically takes about one
minute to complete.

The Clear button simply clears the list box area, such as
= = before a new Search operation.
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VIS Related Tools
VISMessageSender

This is a tool for sending VIS test messages to IED500VIS devices like signs/displays running
VisDID (immediate or continuous).

Usage: The typical usage of the tool is in sending test messages to IED displays. One enters the
IP address in the top box, which could be a broadcast address. One enters the text to display in
the large Text box, including any formatting mark-up supported by the displays. One then sets
either the Sign ID or Zone ID to a positive value. Also, for immediate messages, one should set
a non-zero value in the Hold Time field. A zero in this field will tell the display to not remove
the last page of the message until another message needs to be displayed. Typical value for this
is 300, which corresponds to 5 seconds (the time is in units of 1/60™ of a second). When
everything is set, one usually clicks on the Immediate button to send the message and have it
displayed once on the display(s).

B IED VIS Message Sender - _ o] x|
IP[102128.215 Text |This is a test<cr/>Do not panic!

Pricrity m Format m

Panel Number [0 %] Hold Time [300 3]

DeferfSlot Hum 1 2]  TextSizelo 2]

Immediate | Delete

Cantinuous | Start Cont ‘

Defer | Play Defened| GelCDunts| Stop

Cemes] | Reset Sign |[~ Cancelall?  Set Config
0idDisplD [0 2] Mew DispiD[1 3 Sereenwidth |1 %
Sign 1D 1_i[ Screen Top chreen Height|-1 -
Zone |0 W Soreen Left w Text Size |1 >

1| |

There are buttons also for sending continuous message, deferred message (immediate message
that doesn’t play until the Play Deferred command is sent). But all these functions are for really
advanced users testing their 500VIS code.

VISEdit
This tool is used to edit IED .VIS files. VIS Editor - Ver 20,1 2/5/04 X
Usage: One can edlt (OI’ Create) VlS ﬁles Wlth thIS Text Font: ,U— Text Style: |B4 Diwiration: ,W Lead-in Murnb: ,U—

tool. The common usage is to open a VIS file viathe |Te#tobr 5 TSzl Hold Time]0

Load button. The header is parsed into the fields at Far information, please proceed ta the information desk. located at the lower level
' labby.

the top, and the text content is displayed in the list box
area. The VIS file version from the header is used to
set the radio buttons at the bottom. One can edit any
of the fields or the text before pressing Save to store it
back into a file. “Editing” includes, changing the

W15 Wersi
Save ‘ 1 e{r_glo; Cloge

setting of the VIS Version before saving it back.

VISEdit will also accept the name of a VIS file on the command line, which means if you
configure Windows to associate this application with files of type *.VIS, then one only needs to
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double-click on the VIS file to open it in VISEdit.

CreateVIS

This tool is used to create a number of VIS files from a comma-separated variable (CSV) file.
(CSV files are one format that Excel can read in and display in rows and columns.) Typically,
this tool was used by IED recording engineers who created new Takes in a database and exported
the descriptions (text) to a CSV file from which this tool could be used to create the VIS files. It
also works as the inverse of the file created by the DocVIS tool.

Usage: One selects either a CSV or Unicode text
(CSV) file as the input source via the top choices.
Then, one defines whether to output VIS version 1 or
2 files. (Pretty much only legacy 8000 transit
systems use the version 1 files, so usually you set this
to version 2.) Optionally, one can point to a directory
that contains the corresponding WAV files. If this
last step is included, then the CreateVIS tool will
check the play time of each associated WAV file
(matching Take numbers in filenames) and include
the duration into the VIS file headers of each created
file. One can either type in the filenames and paths or
use the Browse buttons to find them. The MsgSched
options shown are no longer used and can be ignored.

Create VIS & MsgSched Takes X

This application reads C5Y files of Takeff, Text and creates VIS files,
If & path to ‘WY files are supplied, the Time for the Takes will be written to VIS Headers.
It also can write thiz to a MsgSched [MI file [Take] Section.

& CSVFile: | Browse...
= Uricode File: |

WIS Version

(¢ 1 ¢ 2 | Pathto StoreW|S] Browse...
Path to WAy Files:l Browsze. ..

Mzg5ched Options

IMI File: | Browse...
Description Prefis: [ Full Text for Description’?

Max Description Length: |25 =

Start Proceszing

After setting up the files and paths, one presses the Start Processing button to kick off the

process.

DocVIS

This tool is used to create a comma-separated variable (CSV) file. (CSV files are one format that
Excel can read in and display in rows and columns, as well as being available to import into

other documentation.)

Usage: One simply fills in the name of the CSV file
and the path to the VIS files, either by typing them
into the appropriate edit boxes or by clicking on the
Browse buttons and navigating to them on the local
system. After setting up the files and paths, one
presses the Start Processing button to kick off the
process.

Document VIS Takes (Wer 2.0.1)

>

Thiz application reads a directom of WIS files and creates a CSVY file of
Take numbers and their text [i.e., to document a library] & opt. the Duration.

Browse. ..

_Browse..|
Browse. ..

CSY File: |

Pathto IS files: |

¥ Include Take Durations [zec] in the File?

Start Proceszsing
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VISCleaner

This tool is used to touch up the headers on a bunch of VIS files all at once (e.g., a whole

directory’s worth).
Usage: The tool allows tweaking any of the four text properties:

e Text Font — number corresponding to entries in the

1F VIS Cleaner - Ver 1.2.0 10/19/17

Force Header Yalues to the following:
Text Font Text Style
i [~ Force to:

—

VISDIDInI flle Text Color Text Size
. . . [~ Foceta: |0 [~ Forceta |0
e Text Style — number corresponding to entries in the —
VisDID.ini file lE'SFE'['z:ES\;Z’:_ 5
e Text Color — number corresponding to entries in the in Directory | N
VisDID.ini file .
! First T ake | Last Take | [ <oy
e Text Size — zero for “default” or the number of lines to fit on pot | | o |
the display (typically 4 for landscape displays). VisDID will
select a font size that makes the selected number of lines fit.
Plus, one can force the VIS file version to a value (only 1 and 2 are defined as of this writing).
GCLbundler
Create a GCK Take Import file from a directory of WAV and VIS files. Technically, this is both
a WAV and VIS tool, but since what it does it bring multiple VIS file contents into a library for
importation into GCK, where it is stored in the vVACS.xml file, that it is included here.
Usage: The GCL Bundler has el Crestor T - B
one main window as shown at
right. Before running it, one File Name Description Text
ShOU|d Copy a” the WAV files Custodian. WAV ‘ Custodian Custodian please report to the front office.
one W|Shes to put into the Dismissed WAV Dismissal Message All students are dismissad for the day.
bundle file into one directory. Earthquake_Annc\WAV
If .\VIS files are available, one Earthquake_Dril. WAV
should copy them to the same Epe——— ‘
ag E}I"yI Istie.wav ‘
folder. .
First_Lunch_2-4 WAV “
First_Lunch_Ended. WAY “
Lackdown.wav
Ol
LouderFactoryWhistle.wav ‘
Period 1WAV “
Period 2.WAV “
Period 3.WAV “
Period 4.WAV “
Period 5.WAV “
Select Directory | Export csv descriptions file | | Import Descriptions from CSV file | Export to Library .gcl file
22 Files Ready for Export
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So, first one clicks on the Select Directory button, which brings up
a navigation window such as shown at right. One navigates to the
directory with the desired WAV files in it and clicks on OK. This
will populate the left-most column in GCL Bundler and if VIS files
were found that match, the Text columns as well.

One will need to manually enter all the Descriptions such as “Fire
Evac” and “Tornado Warning” into cells in this tool. If VIS files
(or CSV file) are not available, one will need to enter the full text
into the Text columns, perhaps by listening to the Takes. One can
listen to each take by clicking on the Play button located in the
column between the Take File Name and Description.

File Name Description

Custodian WAY G

Custodian C

Browse For Folder

1

DermoWAVs
DemoWAVs EN534
Firearms Library
SOUND_FX

General

Misc
PrefnncTones
TelephonePrompts

£

A4 Standard School Takes 8000-GCK

Stanrdard Schnnl Takes FM54

>

W

Make MNew Folder

Cancel

The GLOBALCOM library file is created by clicking on the far right button Export to Library
GCL File. The GCL file is a ZIP file that contains all the WAV files and a Takes. XML file that
describes the files (contains the filename, description and text information).
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