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Theory of Operation

The basic update operation (on the network) is as follows:

1. When a mic station is rebooted, even if it has a permanent IP address it looks for a BOOTP server.  

2. If a BOOTP server is found, the server tells the mic station what version of firmware (the latest version) should be loaded onto that device.

3. If the mic station has older firmware loaded, then it attempts to contact a TFTP server at the same IP address as the BOOTP server.

4. If the TFTP server is contacted, then the mic station requests the firmware file that BOOTP server said that it should have.

5. Once the firmware file is transferred, the mic station saves the new firmware and reboots in order to run that new firmware.

Pre-Requisites

To support the update, one needs to load a version of TFTP server onto a computer which includes a configurable BOOTP/DHCP server to support the update operations described.  One candidate for this can be downloaded from http://tftpd32.jounin.net/.  
Install TFTPD32 and connect this computer to a switch which also has connected the IED524.  The switch will have to have a PoE port for the IED524, or a separate inline power adapter will be needed.  Do not plug in the IED524 until time to boot it up in the Update steps.

Be sure that there is no other BOOTP/DHCP server active on the same network as the computer running this software and the IED524(s) to be updated.

Setup

On the computer that has TFTPD32 installed, do the following:

6. Save the (new) binary off into a known directory (e.g., C:\TFTP) 

7. Fire up TFTPD32 

8. Use the settings tab at the bottom of the window, and turn on DHCP Server and  TFTP Servers only.

9. Go to the TFTP tab and set the “Base Directory” to be where you saved the binary (e.g., C:\TFTP)

10. Also on the TFTP tab in the Advanced TFTP Options, set Option Negotiation and Show Progress bar checkboxes
11. Go to the DHCP server tab 

12. Setup the IP starting address of the pool, and size of the pool, plus assign a valid net Mask to go with the IP address.  These settings are for assigning IP addresses to units that don’t have a permanent IP address yet.
13. Also on the DHCP table, put the binary file name into the “Boot File” field 

14. Click the “OK” button to save and close the Settings window.
15. Back on the main window, if the computer has multiple network adapters only, set the “Server Interface” to an IP address on the adapter on the CobraNet network

Updating Firmware

At this point the firmware can be updated for one or more IED524’s by doing the following:
16. Plug the IED524 into the switch (or inline power module) to power it up 

17. One should see the TFTP server show that an update is occurring; it will also be in the “log viewer” window. 

18. Once the unit updates it should re-boot and start running.

Once the unit has finished rebooting, you may remove it and if there are additional IED524’s requiring updates, repeat the above steps for the next unit.

Be sure to shut down the TFTPD32 server after all updates are done.

Special Note for Field Updates:  The IED524 can be rebooted remotely over the network via SNMP.  To do this, run a MIB browser such as the one from iReasoning, and be sure the CobraNet MIB tables are loaded.  In either of the CobraNet MIB tables (DSP or regular), navigate to coremanager ( firmware and find the FirmwareReset variable (see screenshot below).  Be sure to set the Write Community string to “private” (under the Advanced button on iReasoning MIB browser).  Then, Set the FirmwareReset variable to 1 (or any other non-zero value).  This will reboot the IED524 in place of doing step 1 above. 
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